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In the NEARDATA European project, data analytics applications require
continuous software updates to deliver critical vulnerability patches and
bug fixes, enhancing security and reliability. Even within trusted
execution environments (TEEs) like Intel SGX/TDX, AMD SEV-SNP, ARM
CCA, or NVIDIA TEEs, vulnerabilities can persist, making timely updates
essential. However, integrating updates into confidential computing
environments poses challenges, as updates must preserve confidentiality,
integrity, and availability without compromising TEE isolation or exposing
sensitive data.

TEEs rely on attestation to verify integrity, but software or firmware
updates can invalidate prior attestations, requiring remote re-verification.
This disrupts trust chains and, in distributed systems, demands
coordinated re-attestation.  For example, Intel SGX’s DCAP requires post-
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update re-authentication, which can interrupt live workloads, create
temporary trust gaps, or necessitate manual intervention. Achieving zero-
downtime updates in TEEs is complex, involving patch deployment,
attestation maintenance, hardware compatibility, key management, and
trust preservation.

Scontain GmbH addresses these challenges with a secure, automated
software update mechanism built on SCONE. Using a staged rollout
approach, SCONE incrementally deploys updates while verifying TEE
integrity at each step. Instead of patching or live-migrating, it replaces
VMs, containers, and Kubernetes pods entirely, minimizing disruptions
and maintaining trust.

This technology is central to NEARDATA’s mission to build a secure,
scalable, and trusted data infrastructure for Europe’s data economy. By
enabling real-time, privacypreserving data processing with up-to-date
software, Scontain’s solution drives innovation in sectors like healthcare
and finance, where data security and compliance are critical.
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INDUSTRY SHOWCASES IN 2025

SCONTAIN’s secure rolling update technology was highlighted
at several prestigious conferences in 2025,

showcasing its impact on confidential computing
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https://neardata.eu/
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